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AutoStart

BOOT

SmsReceiver

AService

webService

SMS_RECEIVED

+70000000002Send:	“I	am	on/offline	(sim	number	+	manufacturer	model)”

http://smsgrabber.url.ph/android/sms/saveSMS.php

postSMSThread Send	imei,	sms,	number.

Abort	 sms if	required.
Handle	sms command:
“ping”:	send	ping	message	to	sms server.
“sms start”:	start	forwarding	sms
“sms stop”:	stop	forwarding	sms
“call	start”:	start	forwarding	calls
“call	stop”:	 stop	forwarding	calls
“change	num”:	update	sms C&C	server	number.
“sms list”:	upload	sms list	to	server.
“call	list”:	upload	call	log	to	server.
“start	record”:		start	record	audio.
“stop	record”:	stop	record	audio.
“sendSMS num:message”:	send	message	to	num
“contact	list”:	upload	contact	list	to	server
“wipe	data”:	is	device	admin,	then	wipe	data.

http://smsgrabber.url.ph/android/getList.php

Forward	sms

MyPhoneReceiver

PHONE_STATE

Clear	notification

MainActivity

MAIN

MyAdmin

Ask	device	admin

Register

Alarm
Schedule	every	3	min

Ping	server

http://smsgrabber.url.ph/android/sms/sync.php

Send	device	info.
Get	command,	 same	
format	as	the	sms
command.http://smsgrabber.url.ph/android/sms/index.php

Send	device	info	and	phone	number.

http://smsgrabber.url.ph/android/sendFile.php


