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USER_PRESENT 1

MainActivity

Hide icon.
Ask admin.
Lock screen.

BootBroadcastReceiver

CoreService

Request admin
LockReceiver

Register

CoreServiceSC
ommRunnable

CoreService

CoreServiceS1 HTRunnable

CoreServiceSMy
OrderRunnable

CoreService
MyRunnable

Send heartbeAt info
including defiice info,
phone nunfber,

installedpank app

ContactS1

Send device info, phone numd
contacts in url.

h ze"Info, phone number

RoeeTve command in Json:
sendsms(content, sid, sendnumber): send
content, sid to sendnumber

issms(val): setis blocking sms

iscall(val): setis monitor and blocking call
contact(): upload contacts

apps(): send installed apps
changeapp(info): download and install
fake banking app (info) as update to the
legitimate app.

http://126.5.98.47
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CoreServiceSMyBroadcastReciver

Download and install app wijfl showing message:
MEZ U O|ET} S ACHECE O QHH Gt

There is a new updaje, please download the latest version
in order to use thefmore secure smart banking.

original banl/app and install the new one.

PHONE_STATE

PhonelListener
If need to block call, block.

SMS_RECEIVED

SMSReceiver

Upload incoming sms and abort
if necessary.




