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ActivityStart

MAIN

MMS	Message

Sender

When	removing	or	closing,	MMS	message	will	be	deleted	
irrevocably.

Finish

If	it’s	running	 in	emulator	(device	id,	
model,	brand,	device)	stop	itself.
Schedule	component	as	BootReciv
in	slides	3.



BootReciv

BOOT
If	it’s	running	 in	emulator	(device	id,	
model,	brand,	device)	stop	itself.

AlarmReceiverKnock

SDK	>=	19
Schedule	every	1	min

Knock

SDK	<	19
Schedule	every	1	min

AlarmReceiverAdm

SDK	>=	19
Schedule	every	1	min

SrvAdm

SDK	<	19
Schedule	every	1	min

AlarmReceiverSmsMan

SDK	>=	19
Schedule	every	1	min

http://domaseagov.biz/my_t_es0/index.php

Send	device	info,	phone	number	in	Json
Receive	command	in	Json slides	4.

j
Schedule	every	10	secs

Schedule	a	
CountDownTimer for	55	
secs	and	tick	every	5	secs

d

Schedule	a	
CountDownTimer for	55	
secs	and	tick	every	5	secs

c

MAC

m
Schedule	every	0.1	secs

CAdm

Request	admin

On	disable	requested	
start	MAC	to	re	request.

Ask the user to change the 
default SMS application to 
itself.

Schedule	a	
CountDownTimer for	55	
secs	and	tick	every	5	secs

e

IntentReceiver

PKG
CONNECTIVITY_CHANGED

IMMon

SMS_RECEIVED

Abort	 sms

IMService
Set	ringer	mode	cilent.
Upload	sms to	server. SmsReceiver

SMS_DELIVER

MmsReceiver

WAP_PUSH_DELIVER

ComposeSmsActivity

SEND
SENDTO

HeadlessSms
SendService

RESPOND_VIA_MESSAGE

Not	implemented



Commands:
1:	insert	bookmark	 to	browser
2:	upload	contacts
3:	upload	 installed	apps
4:	upload	sms inbox
5:	show	a	number	at	dial	screen
6:	lock	screen
7:	making	phone	call	to	target	
8:	download	 a	apk and	install
9:	upload	gps location
10:	not	implemented
11:	send	sms to	target
12:	nothing
13:	start	activity	ActivityGetCC
14:	upload	call	log

ActivityGetCC

Upload	or	card	information	to	C&C	server.


