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YourReceiver

BOOT

Mainservices

If	KB	bank,	 shinhan bank,	nh
bank,	woori bank	installed,	
show	a	notification	 to	user:
새로운업데이트가있습니다.
There	is	a	new	update.
When	user	click	will	start	
corresponding	 activity	to	set	
the	sharedpreference.

one

three

four

five

Shared	preference:	
ex

Write	et1,	et3,	et4,	et5

Check	whether	running	 in	dynamic	
analysis.
If	not,	 checking	in	every	5	seconds	to	
see	whether	the	shared	preference	is	
set	to	yes	to	some	bank	or	not.
If	yes,	try	to	install	the	corresponding	
fake	bank	app	from	asset	folder.

MainActivity

MAIN

Hide	icon.
Ask	admin	with	message:
암호화된데이터전송입니다,	
귀하의개인정보는꾸준한
보호받을수잇습니다
Encrypted	data	transfer,	your	
personal	information	 is	protected	
itseupnida get	steady

deviceAdminReceiver

Ask	admin. SMSReceiver

SMS Exactly	same	as	
YourReceiver.


