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YourReceiver

BOOT

Mainservices

MainActivity

MAIN

Hide	icon.
Ask	admin	with	message:
암호화된데이터전송입니다,	
귀하의개인정보는꾸준한
보호받을수잇습니다
Encrypted	data	transfer,	your	
personal	information	 is	protected	
itseupnida get	steady

deviceAdminReceiver

Ask	admin.

SMSReceiver

SMS

Schedule	to	run	following	in	every	5	
seconds.
C&C	using	SOAP	with	xml
1. Upload	an	empty	sms to	server.	

Maybe	to	register	itself.
2. Get	job	 from	server,	with	

telnumber,	etc.	And	insert	job	
into	database.

3. Get	order	 from	server,	with	
keywork,	 tel,	telid.	And	send	sms
with	tel and	keyword.

4. Update	status	to	server.

http://facai1026.gnway.net/

http://facai1026.gnway.net/AddSMS.aspx

Upload	sms to	server

PhoneStatReceiver

PHONE_STATE
NEW_OUTGOING_CALL


