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BootReceiver

BOOT

ConnectService

ConnectChangeReceiver

CONNECTIVITY_CHANGE

Register

1.	Decrypt	 ratc,	gjsvro,	using	AES	with	key:	
Fuck_sExy-aLl!Pw
2.	Copy ratc,	gjsvro,	killall to /data/data/pkg/xxx
3.	chmod 4755	 for	ratc,	gjsvro,	killall
4.	gjsvro /data/data/pkg;	launch	gjsvro (Exploid)	
as	a	local	tcp server	and	listen	to	port	11003.
5.	If	device	still	not	root	 (gjsvrodid	not	launch)	
start	MyThread.

It	will	load	libnative.so as	native	payload.

ConnectService$MyThread
Exec	in	native	wrapper.
1. killall /data/data/pkg;	Try	to	root	

device	use	ratc and	kill	AVs
2. gjsvro /data/data/pkg;	launch	

gjsvro as	a	local	tcp server	and	
listen	to	port	11003.

MainActivity

BehindService

SigChangeReceiver

BATTERY_CHANGED_ACTION
SIG_STR

http://222.186.37.93:9000/Application/readOrderC.do

BehindService.readtimer

Schedule

Send	device	info,	phone	number,	 is	root
Receive	json with	actions:
2,	3	->	download	apk and	install
4	->	uninstall	apk

http://222.186.37.93:9000/Application/reportStateC.do

BehindService.timer

Schedule

Send	device	info,	net	
operator,	phone	number,	
is	root.


