
GingerMaster Variety3



MyActivity

MAINStart	host	app
http://client.go360days.com/client.php?acti
on=popbarnew&type=get

Send	request
Receive	json with	img and	url

sDCpTtN16

Load	url,	and	send	cpuid
and	app	version.

sDCpTtN12

BOOT_COMPLETED
USER_PRESENT
PACKAGE_ADDED
PACKAGE_REMOVED

sDCpTtN11 bind

http://client.go360days.com/
task action send receive

report

first_run.do Device	info,	phone	number…

uninstall_success.do Device	info,	phone	number,	apk info

install_success.do Device	info,	phone	number,	apk info

return_alert.do Device	info,	phone	number, return	info

return_push.do Device	info,	phone	number, push	info

return_config.do Device	info,	phone	number, config	info

install_list.do Device	info,	phone	number, apk	list

listener.do Device	info,	phone	number,

down_apk.do request Apk url

open_table.do request url

request

tableclass.do request Join_result

config.do request New	config

alert.do request alert

push.do request Login_result

sDCpTtN8

sDCpTtN9

sDCpTtN2

Show	
download	
apk status

Show	app	wall

Downlaod
update	
apk

The	gingerbreak root	exploit	is	not	in	the	apk,	
may	downloaded	 while	upgrade.


