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MAIN

If	model	 is	emulator	stop	itself.
Hide	icon.
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Super	 twisted	obfuscated	app.

If	model	 is	emulator	stop	itself.
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Request	device	admin.
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Use	an	old	Android	
Vulurability to	hide	itself	
from	admin	 list.
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BOOT
USER_PRESENT
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TIME
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PHONE_STATE
NEW_OUTGOING_CALL

IllIiij

SMS_RECEIVED

Abort	 sms if	required.
Replys are	delated.
Send	reply	if	required.

Server	url encrypted	using	key	get	from	 facebook page.



Check	this	two	link	to	get	more	detail

• https://securelist.com/blog/research/35929/the-most-sophisticated-
android-trojan/
• https://securityintelligence.com/diy-android-malware-analysis-taking-
apart-obad-part-1/


