
SimpleLocker Variety3



Main
Back

MAIN

Hide	icon.
Event

BOOT
ACTION_SHUTDOWN

RecoverySchedule	every	1	mins

Worker

Schedule	every	5	secs.

http://setup.phoneadsmobile.net/client.config/?app=pndr&format=json

Send	device	info
Receive	config in	json.
Configs include:
enable_3g/wifi/unlock/rush/post_lock/
event_url:	url to	show	in	the	webview
update_link:	download	update.xxx.apk from	url
exclude_browser/vendor/other:	 if	excluded	activity	is	
loaded	stop	it	and	go	back	to	the	malware.

Recovery.mBroadcast
Receiver

TIME_TICK
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WIFI_STATE_CHANGED
CONNECTIVITY_CHANGE

Register

Send	message	based	on	config.

Boost

Show	url in	a	webview.	The	url could	be	
something	 like	ransom	page	and	ask	
victim	to	pay,	then	it	will	send	a	
command	to	make	unlock.


