Slembunk Variety?2



ACTION_EXTERNAL_APPLICATIONS_AVAILABLE Commands:

Hintercept_sms_start -> enable intercept sms
#intercept_sms_stop ->disable

#check_gps -> nothing

#block_numbers -> update block numbers.
ServiceStarter SDCardServiceStarter #unblock all_numbers ->unbolck all
#unblock_numbers ->unblock few numbers
#listen_sms_start->start listensms
#listen_sms_stop ->stop listensms
H#grab_apps ->send installed app to server
#lock ->lock the audio

#unlock ->unlock audio

MainService #send_sms ->send sms to target
#sentid -> send app id

Hide icon:

IfAot in rusig

1. Readsetting from shared preference “AppPrefs”. #control_number -> send control number via sms

2.  Write smsinbox into “AppPrefs” using Json format. : ] to target

3. Register content observer for smss — > MainService.observer #check -> send some version number

4.  Schedule arunnable every 15 seconds to send inigjal #show_html -> schedule to launch a url in
or check data to server. . Send device info. oh X HTMLDialogs activity

5.  Schedule a rgnnable every 4 seconds to n.'mc.)mtor ' end device Into, phone number. #forward_calls -> make phone call to *21%xxx#
currgnt runn!ng :.:1pp, and show a fake aF:t|V|ty forit. . . #tdisable_forward_calls -> stop call
Detail shovy |n.sI|des 3. After user type in there end.outgomg sms.to.server inJson. #update_htm| -> update html page for different
credential it will send to the back server. Receive command in json. bank or institute.

6. Schedule arunnable every 0.1 seconds to check the

. ) H#wipe_data -> wipe data
device admin status.

SMS_RECEIVED

Uploading sms.
http://5.196.200.252:2080/ < MessageReceiver

If sms need to abort abort.

MyDeviceAdminReceiver

DeviceAdminChecker

When disabled start the main.



If top running app is:
com.android.vending
com.google.android.music

If top running app is:
au.com.nab.mobile

Nab

B —

If top running app is:
com.whatsapp
com.viber.voip
com.instagram.android
com.skype.raider

Login

NAB ID

Password

Keep your Internet Banking and secret
authorisation code (SMS) secret. Don't reveal

these details to anyone, not even if they claim
to be NAB.

If top running app is:
com.google.android.gm

GM

Commbank

If top running app is:
com.commbank.netbank
com.cba.android.netbank

v

Log in

If top running app is:
org.westpac.bank

Westpac

Adobe Flash Player

Log on with your NetBank details

Continue

If top running app is:
org.stgeorge.bank

StGeorge

ayer

Card/access no.

Security no.

Internet password



