
SmsZombie Variety1



After setting the 
wallpaper, a message 
is displayed that asks 
the user to install the 
app in order to receive 
100 points.

jifenActivity

MAIN

jifenActivity$MyReceiverRegister

PACKAGE_ADDED

Please	install	following	[Sexy	girl	game]	to	
gain	100	point.	

If	app	not	 installed,	
Click	will	open	
dialog.	

Install	a33.jpg	(It’s	an	apk)

When	app	installed,	delete	the	apk file.

If	app	installed,	
Click	will	start	
new	app.	

After	activate	the	live	wallpaper,	it	will	
show	nude	girl	pictures	in	the	wallpaper.

BXWallActivity

If	a33.jpg	not	
installed	start.



a33.jpg

andphone

MAIN

deviceAdminReceiver

Request	admin	with	explanation:	
Android	系统服务\n推荐激活系统服
务，系统服务可以帮您的最大程度
的节省电量
Android	system	service	\n	Recomment
to	activate	system	service,	system	
service	will	help	you	save	battery.

If	user	don’t	allow,	ask	again	
immediately.

13093632006

Send	text	message	with	“Has	been	
activated,	NOroot/Already	root.”

TServiceBroadcastReceiver

BOOT

TService

AndphoneActivity

SMSReceiver

Register

SMS_RECEIVED

SmsContent

Register	content	resolver	for	sms.

Tservice.mTasks

Schedule	in	every	2	seconds.

If	not	admin	start	andphone.

When	receive	
sms,	send	a	copy

Check	sms content	and	number	
against	the	phone.xml’s keyword.	
If	message	need	to	abort	return	
abort	code.
If	message	need	to	reply	reply.	
Insert	fake	message	into	inbox.
Update	phone.xml with	new	
keyword.
The	keyword	are	related	to	bank	
transactions.

Write	following	into	phone.xml:	
<?xml version=\'1.0\'	encoding=\'UTF-
8\'?><up><H><D>13093632006</D></H><K><n>
转</n><n>卡号</n><n>姓名</n><n>行</n><n>
元</n><n>汇</n><n>款
</n><n>hello</n></K><A><zdh>10</zdh></A></
up>

Send	message:
1.5V:Modelsdk;os2.1-
update1;Languagecn;NE
T3G

mService
Observe	logcat,	if	log	contains:
android.intent.action.VIEW
cmp=com.android.settings/.InstalledAppDetails
android.intent.action.DELETE
cmp=com.android.settings/.DeviceAdminSettings
android.settings
com.qihoo360.mobilesafe/.opti.onekey.ui.OptiOneKeyActivity

Starts	MAIN

Abort	 sms if	required.


