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BROReceiver

BOOT
CONNECTIVITY_CHANGE

BrowserService

j
Schedule	every	n	seconds

Register

BROApp
Application Check	whether	running	in	a	save	sandbox,	if	not	 stop	itself:

(1)	Check	 is	imei is	some	pattern.
(2)	Check	 is	com.qihoo.androidsandbox installed.
Then	it	check	following	apk installed	or	not:
com.android.smsmmsphone.opguard
com.android.smsmmsphone.opguardpro
com.android.email.process.opb.guard
phoneConfigopb
com.android.configopb
com.android.phoneconfigopbext
com.android.phoneconfigopbextpro
com.android.email.process.opb
com.google.android.feedback
CalendarService
GoogleFeedback
MediaManagerServer
ecalendarServer
EMediaServer
If	installed,	delete	the	apk file	from	the	file	system.

ph1.opnixi.com:8080
ph2.opnixi.com:8080
ph3.opnixi.com:8080
ph4.opnixi.com:8080
ph5.opnixi.com:8080
ph6.opnixi.com:8080
ph7.opnixi.com:8080
ph8.opnixi.com:8080
Or backup:
cr1.opnixi.com:8080
cr2.opnixi.com:8080
cr3.opnixi.com:8080
cr4.opnixi.com:8080
cr5.opnixi.com:8080
cr6.opnixi.com:8080
cr7.opnixi.com:8080
cr8.opnixi.com:8080

Randomly	choose	one	url
Send	device	info,	installed	
applications
Receive	configure	file.
Based	on	configure	file	setting	
download	and	install	other	modules.

Check	 .jar	file	exist	or	not.	Load	init
method	of	the	jar,	and	invoke.


