
Updtkiller Variety1



Launcher

MAIN

UpdateServer IdleWatcher$ScreenReceiver

SCREEN_ON,
SCREEN_OFF

BootReceiver

BOOT,
MEDIA_MOUNTED,
MEDIA_SCANNER_FINISHED

Kill	AV’s.

Send	text	message	with	
device	info	 to	register	
device	or	premium	

number.
All	numbers,	urls are	
stored	in	the	native	

code.

Add	artificial	SMS	
messages	to	the	inbox.

ServiceStateReceiver

ChargeActivity

DeviceAdminActtivity

deviceAdminReceiver Require	device	admin.

Activated	once	per	5mins	to	check	
whether	UpdateServer still	
running.

SmsInterceptor$YLSMSreceiver

SMS_RECEIVED,
WAP_PUSH_RECEIVED

Abort	 sms if	required

Http$ConnectivityReceiver CONNECTIVITY_CHANGE


