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Main /
http://63.223.114.228 /patch.apk ’

Show Korea Mobile
i CertificationInc picture.

SplashActivity

1. Show a legit url to the user

(“http://www.kmcert.com”).
2. download a “patch.apk”, then ask the
user toinstall.

3. When start install show:

Please install the Security Service

for the normal execution of the
security services.

Call received,
CONNECTIVITY_CHANGE

Register

KMC =22ese

SMS list update

NetWorkStatusReceiver

Send: Phone, imei, model, clientVersion, contacts.
Receive: Remote sms list, forbidden list in jsgn

http://63.223.114.228/getMotion.htm

TaskService

BOOT, USER_PRESENT,
PHONE_STATE

|

AutoRunReceiver

SMS_RECEIVED

SmsReceiver

fthe sender is forbidden, block the
message.

If the caller should forbid, it will end the call and
clear the call log

Send: Phone, imei, model, clientVersion, sms.

http://63.223.114.228/upMsg.htm

Send text message: Remote sms number, msg from server.



